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Move Away HIPAA & GDPR, Here Comes CrypTFlow - Running Al without Data Sharing
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activity, participants will be

able to:

 Understand the basics of
privacy as it pertains to Al
model inferencing

 Learn the basics of
encryption and secure
multi-party computation,
especially the CrypTFlow
package

« See some early

‘xperimental results

with developers of the
algorithmes, or  sharing of
algorithms with the hospitals.
Both these options are sub-
optimal since there is always a
real risk of patient privacy breach
or intellectual property (IP) theft.
We elaborate upon a novel
secure multi-party computation
methodology which enables the
running (and thereby validation)
of Al algorithms without the
need for sharing of data or IP.

Encryption is the process of
converting data into a “secret
code” which can only be de-
coded using a “secret key".

What is the problem with

encryption?

When running Al algorithms
on medical data, today, it is
essential to share the “secret
key” with the Al developer,
which makes this process
Insecure.

Secure Multi-Party
Computation is a subfield of
cryptography with the goal of
creating methods for parties
to jointly compute a function
over their inputs while
keeping those inputs private.
Essentially, it means that a
mathematical operation can
be performed on data, in a
way where none of the
involved parties find out what
the data is, or what the
mathematical operation is.

CrypTFlow is a system that
converts the inference code
of Al algorithms created with
TensorFlow into secure Multi-
Party Computation protocols
at the push of a button. In a
nutshell, it allows an Al
algorithm to run on medical
data without having to share
the data with the Al model
developer, or having to share
the Al model details with the
owner/keeper of the medical
data
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EARLY EXPERIMENTS WITH CRYPTFLOW
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CrypTFlow-based
model inference
matches native

deployment

Both pipelines yield
the same AUROC
(performance) & Brier
Scores (calibration)

Per X-ray image
secure inference

takes ~900s while
iInsecure inference

takes ~0.3s
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